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ABSTRACT
Privacy policies function as both legal documents and information sources for users, but their 
length and complexity often discourage engagement. In this paper, we investigate whether a 
personalised approach can address this issue by prioritising information that concerns individual 
users most while maintaining a policy’s legal compliance on disclosure. We first explored 
whether personal characteristics can be used to predict a person’s most concerned category 
and, hence, serve as a baseline for personalisation. We then conducted an eye-tracking 
experiment and interviews (n = 30) to understand the effectiveness of personalised reordering 
of privacy policies. In the interviews, many participants perceived personalised reordering as 
helpful, although others raised concerns about the invasion of privacy through this 
personalisation. The eye-tracking results indicate that personalised reordering leads to higher 
engagement for the first few sentences of a privacy policy. Based on our findings, we present 
design recommendations for creating legally compliant forms of privacy disclosures that 
encourage user engagement as well as discussions and implications on privacy disclosure 
compliance.
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1. Introduction

Privacy policies serve as the primary channel for compa
nies to inform users about their data practices. Regu
lations like the EU General Data Protection 
Regulation (GDPR) (European Parliament and Council 
of the European Union 2016), California’s California 
Privacy Rights Act (CPA) (California Consumer Privacy 
Act of 2018), and China’s Personal Information Protec
tion Law (Standing Committee of the National People’s 
Congress 2021) all mandate the information that priv
acy disclosures must contain. These regulations also 
impose transparency requirements on data controllers 
that are uniform across sectors, technologies involved, 
and associated risk levels, as demonstrated in GDPR 
(Ebers and Sein 2024; Xu, Jug, and Tamò-Larrieux 
2024). Such uniform privacy policies have been found 
to disadvantage users as they are challenging to under
stand (Chen et al. 2023; Degeling et al. 2019; Proctor, 
Athar Ali, and Vu 2008; Reidenberg et al. 2015), too 
long and time-consuming to read (McDonald and Cra
nor 2008), and becoming lengthier (Wagner 2023), ulti
mately causing users to completely ignore them (Obar 

and Oeldorf-Hirsch 2020). However, with companies’ 
disturbing data practices hidden in the lengthier and 
more convoluted privacy policies (Wagner 2023), such 
behaviour leaves users more vulnerable and 
disempowered.

To address these challenges, transparency-enhancing 
technologies (e.g. Janic, Wijbenga, and Veugen 2013) 
and alternative disclosure methods like privacy labels 
(e.g. Kelley et al. 2009; Kitkowska et al. 2020; Zhang 
et al. 2024) aim to aid users in better understanding 
data collection and processing practices. However, 
these often do not meet the requirements set by privacy 
regulations and cannot replace privacy policies as legally 
binding documents. Adoption of such alternatives is 
hence left as optional, and privacy policies remain the 
fundamental and legally mandated mechanism for 
informing users about data practices and user rights 
under current regulations.

The personalisation of privacy policies by adapting 
their content based on an individual user’s personal 
preferences might present an approach that allows 
comprehensive yet more engaging policies for users. 
However, the literature to date has not answered 
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whether personalised disclosure of privacy policies is 
effective (e.g. in terms of user engagement or compre
hension) nor how to practically operationalise persona
lisation (i.e. a system-initiated adaptation based on 
personal data (Strecker, Mayer, and Bektaş 2025) in 
this context. While legal scholars have used general 
phrases such as ‘personalized mandated disclosures’ 
(Ben-Shahar and Porat 2021), ‘personalized privacy 
notices’ (Busch 2019), or ‘granular consumer infor
mation’ (Luzak 2021), they did not zoom in on the 
specific types of legally mandated disclosure docu
ments (e.g. privacy policies).

A straightforward way to personalise a privacy policy 
for users would be to directly ask them about their priv
acy concerns and adapt the policy accordingly, as 
described by Ben-Shahar and Porat’s concept of a 
descriptive criterion of need (Ben-Shahar and Porat 
2021, 93). However, such an approach can be flawed, 
as users often choose to skip reading privacy policies 
entirely (Obar and Oeldorf-Hirsch 2020), and thus 
users themselves might not know how their privacy 
concerns relate to or are located in a specific privacy 
policy.

An alternative is leveraging proxies to predict what 
a user wants to know. As proxies can come in all 
shapes and sizes, in this paper, we specifically look 
at personal characteristics and how they might work 
as proxies to a user’s most concerned category of 
information in a privacy policy. Our focus on con
cerns to drive personalisation is motivated by their 
impact on user decision-making. Privacy concerns 
are found to be negatively related to a user’s willing
ness to disclose ther personal information to a service 
provider when he or she reads a privacy policy during 
sign-ups (Kitkowska et al. 2023). Further thematic 
analysis from that study shows that a user’s agreement 
or disagreement with a privacy policy is driven less by 
its overall presentation of information, and more by 
the specific privacy concerns a user cares about, for 
example, which data will be collected and how it will 
be processed (Kitkowska et al. 2023). Consequently, 
quick access to information that matches each user’s 
primary privacy concern is important if the content 
and display of a privacy disclosure do not accommo
date each user. Earlier studies (Bansal and Gefen 
2010; Lee et al. 2019; O’Neil 2001) link personal 
characteristics to overall privacy-concern levels; 
here, we test whether those characteristics predict a 
user’s primary concern in a privacy policy. As an 
initial step, we focus on predicting a user’s single 
most-concerned category.

Considering the context-dependency of users’ priv
acy concerns and preferences (Acquisti, Brandimarte, 

and Loewenstein 2015; Ebert, Ackermann, and Heinrich 
2020), we choose social media as the context due to its 
embeddedness in many people’s lives. Our first research 
question, therefore, is: 

RQ1 How well can we predict, based on personal 
characteristics, a social media user’s most concerned 
category of information in a privacy policy?

If we can successfully predict this category, we can use 
the result to personalise the display of a privacy policy 
for specific users. So far, few studies tackle the actual 
personalisation of privacy policies and their impacts. 
For instance, Chang et al. propose automatically pro
viding users with segments of a privacy policy based 
on their privacy concerns (Chang et al. 2019). However, 
the issue with partial provisioning of information is 
that this undermines full disclosure as granted by law. 
Since disclosure requirements are set with privacy 
laws (e.g. the GDPR), providing partial information 
(including summaries as well as scores or ratings) 
would be deemed insufficient for legal compliance by 
a company. Beyond personalisation, researchers have 
been exploring the design of contextual privacy 
(Ortloff et al. 2020; Windl et al. 2022), which involves 
presenting users with relevant information from a priv
acy policy within the appropriate context. This 
approach may fall short if different users have varying 
privacy priorities and concerns within the same con
text, or if users are indifferent to certain contexts. It 
may also fail to provide users with a coherent, full pic
ture of a company’s personal information processing, as 
disclosure would be segmented across different areas. 
To address these challenges, a first step to personalising 
privacy policies is maintaining the full text in a single 
document while adjusting the content order based on 
a user’s prioritisation of privacy concerns (e.g. display
ing the content most concerning to the user first). This 
method ensures legal compliance while having the 
potential to enhance user engagement. We hence 
address the second research question: 

RQ2 Does personalizing the order of sections in a priv
acy policy lead to improved user engagement and com
prehension, and does it reduce user cognitive workload 
compared to a generic privacy policy?

This article is structured into three main sections to 
tackle the research questions. Section 2 delves into 
RQ1 with a survey study to explore the possibility of 
predicting a user’s most concerned category of infor
mation in a privacy policy based on their personal 
characteristics. Section 3 addresses RQ2 by exploring 
personalising privacy policies and comparing their 
effects to generic privacy policies through an eye-track
ing experiment. The eye-tracking experiment is further 
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complemented by semi-structured interviews to bring 
further nuances regarding users’ perceptions of the 
design. Finally, Section 4 discusses the implications of 
our research regarding possible future directions for 
privacy policies.

2. Study 1: prediction of most concerned 
category of information in a privacy policy

In our first study, we explore whether and which per
sonal characteristics may be used to predict a user’s 
most concerned category of information in a privacy 
policy. To do so, we utilise existing research that focuses 
on personal characteristics and their correlations with 
an individual’s privacy concerns, including sociodemo
graphic factors (age, gender, and education level), the 
Big Five personality traits (also called the OCEAN 
model [Costa and McCrae 1999]), online privacy lit
eracy, and motivation for privacy protection behaviour. 
The rationale behind this is that if these factors are 
found to be correlated, even with mixed findings, with 
the degree of privacy concerns in existing research, 
they might also be indicative of the specific categories 
of privacy concerns a user has in a privacy policy. An 
important note needs to be taken into consideration 
here: these personal characteristics as well as the cat
egories of concerns should be understood within a cul
tural/regional context (for example, see the differences 
in shared concerns in different regions in [Bergström 
2015; Chen and Zhang 2021; Xu et al. 2012]).

2.1 Related work

2.1.1 Age
While their privacy attitudes are similar (Hoofnagle 
et al. 2010), older adults are significantly more con
cerned about online privacy and information privacy 
than younger adults (Broeck, Poels, and Walrave 2015; 
Li and Borah 2018; Zukowski and Joseph Brown 
2007). Furthermore, adolescents are consistently less 
concerned than adults about their privacy (Miltgen 
and Peyrat-Guillard 2014; Steijn and Vedder 2015). 
We are interested in whether age contributes to the 
odds of specific categories being a social media user’s 
most concerned category of information in a privacy 
policy.

2.1.2 Gender
Regarding gender, some studies indicate higher privacy 
concerns among women than men, e.g. regarding Face
book usage (Lankton, Harrison McKnight, and Tripp 
2017), or the activation of privacy settings and untag
ging of photographs on social media (Tifferet 2019). 

Other research, however, has not found a difference 
between genders in the degrees of information privacy 
concerns (Faja and Trimi 2008; Li and Borah 2018; 
Zukowski and Joseph Brown 2007). In our study, we 
are interested in whether gender contributes to a social 
media user’s selection of their most concerned category 
in a privacy policy.

2.1.3 Education level
Education level has been found to correlate with the 
level of privacy concerns. However, results are not con
sistent regarding the directionality of this correlation. 
Some studies (Lee et al. 2019; Sheehan 2002) find that 
individuals with higher levels of education are more 
concerned about their privacy online than their peers 
with less education, while others (Bergström 2015; Bha
tia and Breaux 2018; Zukowski and Joseph Brown 2007) 
show that higher education level is associated with lower 
levels of concern about information privacy among 
Internet users. We are interested in whether an individ
ual’s education level influences their most concerned 
category in a privacy policy.

2.1.4 The big five personality traits
Personality traits, using the Big Five model (extrover
sion, agreeableness, openness, conscientiousness, and 
neuroticism) (John, Donahue, and Kentle 1991), are 
found to significantly impact individuals’ degrees of 
concern about privacy. However, the directionality of 
personality’s impact seems to vary in different contexts. 
High scores in agreeableness and conscientiousness are 
associated with increased concern for information priv
acy (Korzaan and Boswell 2008; Osatuyi 2015). Extro
version is found to negatively impact privacy concerns 
in less sensitive contexts (such as in e-commerce but 
not in the health context), and more agreeable people 
are more concerned about their privacy than those 
who are less agreeable (Bansal, Zahedi, and Gefen 
2016). In the context of location-based services, highly 
agreeable people have lower concerns for privacy com
pared to their less agreeable counterparts, while more 
conscientious and more open people have higher priv
acy concerns (Junglas, Johnson, and Spitzmüller 
2008). In this study, we are interested in exploring 
whether personality traits can predict a social media 
user’s most concerned category in a privacy policy.

2.1.5 Online privacy literacy
Online privacy literacy is about ‘privacy and online priv
acy-related behaviors’, which serves ‘as a principle to 
support, encourage, and empower users to undertake 
informed control of their digital identities’ (Park 2013, 
217). Online privacy literacy is argued to empower 
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users to self-protect and self-determine in the online 
space (Masur 2020). On social networking sites, online 
privacy literacy contributes to a more cautious activity 
and higher perceived security of users (Bartsch and 
Dienlin 2016). Higher literacy often leads to increased 
concerns about privacy (Prince et al. 2021), and users 
with higher online privacy literacy are more likely to uti
lise privacy protective measures (Baruh, Secinti, and 
Cemalcilar 2017). We are interested in whether the 
degree of online privacy literacy influences a user’s 
selection of their most concerned category in a privacy 
policy.

2.1.6 Privacy protection motivation
Protection Motivation Theory posits that individuals’ 
motivation to protect their privacy is influenced by 
both threat appraisal (perceived susceptibility/vulner
ability to and severity of privacy threats) and coping 
appraisal (self-efficacy and response efficacy of privacy 
protection behaviours) (Boerman, Kruikemeier, and 
Zuiderveen Borgesius 2021). Youn has shown that per
ceived vulnerability to privacy risks among young ado
lescents significantly heightens their online privacy 
concerns (Youn 2009). Similarly, perceived severity, 
self-efficacy, and perceived vulnerability are found to 
positively correlate with information privacy concerns 
in the context of social media in Malaysia (Mohamed 
and Ahmad 2012). Adhikari and Panda found perceived 
vulnerability, perceived severity, and self-efficacy to be 
significantly correlated with a user’s privacy concerns 
in the context of social media using a sample of Indian 
participants (Adhikari and Panda 2018). In healthcare, 
Zhang et al. found a negative correlation between 
response efficacy, self-efficacy and privacy concerns, 
while perceived vulnerability and severity positively 
influenced such concerns (Zhang et al. 2018). These 
findings highlight the multifaceted nature of privacy 
protection motivation and its impacts on the extent of 
an individual’s privacy concerns across different con
texts. We are interested in whether motivation for priv
acy protection behaviour informs a social media user’s 
most concerned category in a privacy policy.

2.1.7 Privacy concerns
Existing measures on privacy concerns mostly focus on 
the degrees of privacy concerns a person has (Preibusch 
2013). The Internet Users’ Information Privacy Con
cerns (IUIPC) framework proposed by Malhotra et al. 
(Malhotra, Kim, and Agarwal 2004) includes three 
dimensions: collection, control, and awareness. How
ever, it remains unclear whether such a degree of con
cern can accurately predict a person’s specific concern 
in a privacy policy. For example, would a high degree 

of privacy concern measured in IUIPC make users 
more likely to choose a section in a privacy policy as 
their most concerned category, such as one that covers 
a company’s information collection practices? In this 
study, we are interested in exploring degrees of privacy 
concerns and their influence on a person’s selection of 
their most concerned category of information in a priv
acy policy.

2.2. Methods

To understand the relationship between individual 
characteristics (socio-demographics, personality, and 
privacy-related factors) and the selection of primary 
privacy concerns in privacy policies, we conducted a 
survey with participants from Germany. Participants 
were recruited using Prolific with a prior-approval 
rate of over 80%. The survey was administered in Eng
lish in July 2023 and took approximately 15 min. The 
study received ethical approval from the Ethics Review 
Committee of the lead author’s institution 
(ERCIC_396_24_11_2022), and all participants were 
compensated USD 4.60 in local currency for their par
ticipation. We recruited 220 participants. After exclud
ing participants who failed one or more of the five 
attention check questions, we retained 207 valid 
responses.

2.2.1 Independent variables
In the survey, we first collected socio-demographic 
information, including age in years, gender (men/ 
women/non-binary/other), and level of education 
(from early childhood education to Doctorate or equiv
alent). We aggregated age and level of education into 
brackets. Age was put into different age groups based 
on the classification used by UN Trade and Develop
ment (U. N. Trade and Development 2023). Level of 
education was bracketed based loosely on the Inter
national Standard Classification of Education developed 
by UNESCO (International Labour Organization 2024) 
(see Table A3 in Appendix C). We measured partici
pants’ personality traits using the Big Five Inventory 
(BFI) with 44 items on a 5-point Likert scale (John, 
Donahue, and Kentle 1991; John, Naumann, and Soto 
2008). We measured online privacy literacy using a 
questionnaire adapted from the Online Privacy Literacy 
Scale (OPLIS) (Trepte et al. 2015). Since OPLIS was 
developed prior to the GDPR’s entry into force, we 
updated the questions by adding GDPR-related items 
and removing those specific to German data protection 
laws. A law student from the lead author’s institution 
fact-checked these questions, which were further 
refined through feedback from legal scholars. This 
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section comprised 20 true/false or multiple-choice ques
tions, each with a single correct answer to indicate par
ticipants’ online privacy literacy. As we did not validate 
the questions, they are only indicative of a person’s 
online privacy literacy through one’s accuracy rate on 
the questions. Privacy protection motivation was 
assessed using a scale by Boerman et al. (Boerman, Krui
kemeier, and Zuiderveen Borgesius 2021). Privacy con
cerns were measured using the IUIPC-8 scale (Groß 
2021). All scales were adjusted to a 5-point range, align
ing with the survey’s overall design. All continuous 
independent variables were standardised.

2.2.2. Dependent variable and statistical analysis
The dependent variable is defined as a participant’s 
most concerned category of information in TikTok’s 
EU privacy policy. We opted for TikTok for its global 
reach and for future comparison purposes. A one-sen
tence summary of each section in the privacy policy 
was manually generated by one author, who is a data 
protection law scholar. The summarised statements 
included examples to explain what the sections entail 
(see Table A1 in Appendix A for details), and we 
asked users to rank the summarised statements from 
most to least concerned. A participant’s most concerned 
category of information was thus measured as a partici
pant’s top choice of the presented summarised 
statements.

We also asked participants to rank the section head
ings of TikTok’s privacy policy from the most to least 
concerning. The order of sections in the headings and 
summarised statements was randomised to minimise 
the potential order effect. We presented the headings 
at the very beginning of the survey and the summarised 
statements at the very end. The tasks and time spent 
during the survey should minimise the carryover effect 
for our participants. The goal of ranking twice was to 
explore further whether summarising the content of 
each section and adding examples to a one-sentence 
summary would influence participants’ selection of 
their most concerning category in a privacy policy.

We used multinomial logistic regression for data 
analysis, with each summarised privacy statement 

considered a category of the dependent variable. 
When setting up the multinomial logistic regression 
model, we chose the statement with the highest fre
quency as the reference category, i.e. ‘What information 
we collect’. For categorical independent variables, we set 
the reference categories as ‘woman’ for gender, ‘40-64’ 
for age groups, and ‘Master’s and doctoral’ for level of 
education.

2.3. Results

To evaluate the assumption of multicollinearity among 
the privacy-related predictors, Variance Inflation Factor 
(VIF) was examined. In the present model, VIF values 
ranged from 1.08–1.25, suggesting no significant multi
collinearity among the predictors (see Table 1). These 
results indicate that the predictors are sufficiently inde
pendent to ensure stable regression estimates for multi
nomial logistic regression.

After checking the multicollinearity of privacy- 
related predictors, we conducted the multinomial logis
tic regression. Overall, we received an indication that 
the model is fitting well (χ2 = 161.317, p < .05, R2

McF  
= .21, see Tables 2 and 3). Likelihood ratio tests were 
used to assess the contribution of each predictor to 
the model. The results indicated that most predictors 
did not significantly contribute to the model, except 
Neuroticism (χ2 = 24.9, p < .01, see Table 4).

To counter Type I errors of multiple comparisons, we 
adjusted the p value of neuroticism with the Holm pro
cedure (Chen, Feng, and Yi 2017) (Family-wise α = .05 

Table 1. Multicollinearity diagnostics for privacy-related predictors.
Collinearity 

Statistics

Unstandardised B Coefficients Std. Error Standardised Coefficient Beta t Sig. Tolerance VIF*

(Constant) 30.618 0.640 47.858 < .001
IUIPC-8 1.859 0.717 0.196 2.593 .010 .800 1.250
Privacy motivation 0.133 0.707 0.014 0.188 .851 .824 1.214
Correct rate privacy literacy 1.267 0.668 0.133 1.896 .059 .921 1.086

*Note. The dependent variable is the age of participants.

Table 2. Model fit for multinomial logistic regression.

Model
Model fitting criteria  
−2 Log Likelihood χ2 df Sig.

Intercept only 768.122
Final 606.805 161.317 126 .018

Table 3. Pseudo R-Square statistics for multinomial logistic 
regression.
Pseudo R-Square

Cox and Snell .541
Nagelkerke .555
McFadden .210

BEHAVIOUR & INFORMATION TECHNOLOGY 5



with 81 comparisons), after which the adjusted p value 
(adjusted p = .243) was larger than .05. The nine cat
egory-specific p values for neuroticism were further 
evaluated as one family. After Holm adjustment 
(Family-wise α = .05), only one of the individual p 
values for neuroticism remained significant for predict
ing the category of ‘Rights and choices’ compared to the 
reference category (adjusted p < .05). This indicates that 
participants with higher neuroticism scores are less 
likely to choose ‘Your rights and choices’ than the refer
ence category of ‘What information we collect’. For 
every one-unit increase in neuroticism, the odds of 
selecting this category decreased by 79.5% (OR =  
0.205, 95%CI = 0.07 − 0.58, adjusted p < .05). For the 
odds ratios of predictors that are significant prior to 
Holm adjustment for category-specific comparisons, 
see Table 5.

To check whether ‘the degree to which predicted prob
abilities agree with actual outcomes’, we used a classifi
cation table (Peng et al., 2002, p.6). The classification 
table (see Table A2 in Appendix B) shows that the mul
tinomial logistic regression model can overall success
fully predict the dependent variable based on the 
predictors 49.8% of the time, with the highest rate 

being 87.8% for the highest-frequency category ‘What 
information we collect’, but performed poorly for cat
egories ‘Legal bases and information processing’ and 
‘Young users’ (0%).

2.3.1 Headings vs. summarised privacy statements
In addition to the multinomial logistic regression analy
sis of different predictors on participants’ most con
cerned category of information, we further compared 
whether the presentation of privacy concerns (headings 
vs. summarised statements) from a privacy policy to 
participants would influence the selection of their 
most concerned category. A Chi-square test for hom
ogeneity was conducted to compare the distribution of 
participants’ most concerned categories when they 
were presented with headings and with summarised 
statements. The result showed a significant difference 
(χ2 (9, N = 414) = 35.651, p < .001, see Table 6, and 
Figure A1 in Appendix B). The effect size, measured 
by Cramér’s V is 0.29, indicating a moderate effect. 
The results indicate that simply providing a one-sen
tence summary with examples for each section can sig
nificantly influence participants’ most concerned 
category of information in a privacy policy.

2.4. Discussion

To answer RQ1, our model does not accurately predict a 
participant’s most concerned category of information in 
a privacy policy, with an overall correct prediction rate 
of 49.8%. Although the model has an 87.8% accuracy for 
the section ‘What information we collect’, the relatively 
high percentage is likely a result of an imbalanced fre
quency of categories, which represents a limitation of 
our study. This imbalance may inflate the prediction 
accuracy for the most selected category while contribut
ing to poor prediction for categories with low frequen
cies. For future studies testing personal characteristics 
on predicting one’s most concerned category of infor
mation in a privacy policy, we recommend using 

Table 4. Likelihood ratio tests.
Model Fitting Criteria −2 

Log Likelihood of Reduced 
Model

Likelihood Ratio 
Tests

Effect
Chi- 

Square df Sig.

Intercept 606.805 .000 0 .
Privacy Concerns 618.779 11.974 9 .215
BFI Extroversion 612.731 5.926 9 .747
BFI Agreeableness 616.185 9.380 9 .403
BFI 

Conscientiousness
618.116 11.311 9 .255

BFI Neuroticism 631.703 24.898 9 .003
BFI Openness 617.797 10.992 9 .276
Privacy Motivation 617.072 10.267 9 .329
Privacy Literacy 623.113 16.308 9 .061
Age 629.070 22.265 18 .220
Education Level 630.736 23.931 27 .634
Gender 616.988 10.183 9 .336

Table 5. Odds ratios of predictors that are significant prior to Holm adjustment for category-specific comparisons in the multinomial 
logistic regression model (Reference category: ‘What information we collect’).
Category Predictor B OR (95%CI) p Adjusted p

Information usage Level of education: Below high school 2.776 16.05 (1.484–173.578) .022 .60
Level of education: High school and post-high school 1.570 4.806 (1.089–21.221) .038 .96
Gender: Men 1.122 3.070 (1.024-9.206) .045 1

Rights and choices Neuroticism −1.585 0.205 (0.072–0.579) .003 .027
Security and retention Conscientiousness −1.074 0.341 (0.134-0.873) .025 .20

Neuroticism −1.577 0.206 (0.056–0.768) .019 .152
Global operations and transfers Conscientiousness −0.822 0.440 (0.230–0.842) .013 .117
Young users Age class: 18–24 −3.308 0.037 (0.002–0.720) .030 1
Updates Agreeableness 1.931 6.898 (1.253–37.981) .027 .243

Privacy literacy −1.925 0.146 (0.035–0.613) .009 .081

Note: Adjusted p values are corrected with the Holm-Bonferroni method within each predictor (Family-wise α = .05). Unadjusted odds ratios and 95% CIs are 
shown.
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purposive sampling so that there will be an equal distri
bution of samples for each category in a privacy policy.

Although neuroticism displayed significance before 
correction (p < .01) in the likelihood ratio tests, it did 
not pass the Holm adjustment. The result of this multi
nomial logistic regression should therefore be inter
preted cautiously. Barlow et al. connect neuroticism to 
the feeling of uncontrollability when facing stress (Bar
low et al. 2014), which is shown to be linked to higher 
intolerance of uncertainty (Yang et al. 2015; Zhang 
et al. 2022). If individuals with higher neuroticism are 
more likely to be intolerant of uncertainty, then in prin
ciple, knowing specific categories of information in a 
privacy policy might help them feel in control of their 
data and potentially mitigate feelings of uncertainty. 
Prior to the adjustment, while neuroticism is significant 
for the model, it is not significant across all the cat
egories in the dependent variable. Other predictors sig
nificantly influence the odds of specific categories (see 
Table 5). Interestingly, the predictor measuring privacy 
concerns did not significantly contribute to the general 
model or the odds of specific categories. This indicates 
that an individual’s overall level of privacy concern 
does not necessarily affect their selection of the most 
concerned category of information when reading a priv
acy policy. In other words, if a user scores high on priv
acy concerns measured by IUIPC-8, it does not mean 
they would pick the measured concern(s) as their 
most concerned category of information when it 
appears in a privacy policy.

Overall, this study provides valuable exploratory 
insights that demonstrate personal characteristics 
alone do not allow accurate predictions of a person’s 
most concerned category of information in a privacy 
policy. Alternatively, future research could explore 
additional predictors, consider alternative modelling 
approaches, and investigate the potential for developing 
more nuanced models incorporating interaction effects. 
Additionally, further analysis could benefit from a larger 
dataset and/or more balanced data to improve the 
model.

In the study, we also compared participants’ most 
concerned categories under section headings and 

summarised statements. The significant result (Table 
6) indicates that participants made different choices 
on their most concerned category of information 
depending on whether they were given headings or 
summarised privacy statements. Considering people 
generally skip privacy policies (Obar and Oeldorf- 
Hirsch 2020), they likely are unaware of what is actually 
included in each section. Thus, in our study, when par
ticipants were better informed about the content of each 
section with summarised statements, they were more 
likely to switch their choices to align better with what 
they actually were concerned about. Xu et al. demon
strate that information organisation in a privacy policy 
does not necessarily follow the structure of legal require
ments for disclosure (Xu, Jug, and Tamò-Larrieux 
2024). The discrepancy between law and compliance 
by companies could add additional hurdles for users 
to pinpoint their most concerned categories of infor
mation, considering the information could be dispersed 
in multiple sections or mixed with other information in 
one section. This finding suggests a possible direction 
for service providers when presenting privacy policies 
to users. Rather than having a table of contents consist
ing only of section headings, service providers could 
consider providing a one-sentence summary of the 
key privacy implications instead. The one-sentence 
summary could further help users to better pinpoint 
the sections containing their most concerned 
information.

3. Study 2: effects of privacy policy 
personalisation on user engagement, 
comprehension, and workload

Despite the clear limitations of using personal charac
teristics as proxies for an individual’s most concerned 
category of information, reordering privacy policy sec
tions for a more personalised experience could still sig
nificantly enhance user engagement compared to a 
generic policy. We use the term personalised to describe 
a system-initiated adaptation of an interface based on 
(personal) data (Fan and Poole 2006; Salonen and Kar
jaluoto 2016; Strecker, Mayer, and Bektaş 2025). In our 
second study, we explore whether a personalised reor
dering of privacy policies leads to improved user 
engagement and comprehension, and whether it 
reduces user workload compared to a generic policy.

3.1. Related work and hypotheses

Research on user engagement with privacy policies con
sistently shows that people often choose not to engage 
with them, frequently skipping them altogether (Obar 

Table 6. Chi-Square result and its effect size for participants’ 
most concerned category of information under headings and 
summarised statements.

Value df Asymptotic Significance (2-sided)

Pearson Chi-Square 35.651 9 <.001
Likelihood Ratio 43.208 9 <.001
Linear-by-Linear Assoc. .003 1 .957
N of Valid Cases 414
Nominal by Nominal Value Approximate Significance

Cramer’s V .293 < .001
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and Oeldorf-Hirsch 2020). This finding is supported by 
eye-tracking experiments that are able to show how 
users actually behave when reading texts compared to 
self-reporting methods (Steinfeld 2016; Vu et al. 
2007). Factors influencing engagement with privacy dis
closures often include a person’s degrees of privacy con
cerns (Milne and Culnan 2004), the way disclosures are 
presented (Ebert, Ackermann, and Scheppler 2021), and 
disclosure comprehensibility (Ibdah et al. 2021; Milne 
and Culnan 2004). Additionally, there is often a discon
nection between what users prioritise and what compa
nies emphasise in these policies (Kununka et al. 2017), 
with current privacy policies being more company- 
centred than user-centred (Ding and Huang 2024). 
This misalignment suggests that uniform privacy pol
icies in their current form do not motivate users to 
engage and read. Alternative forms of disclosures 
address these shortcomings of privacy policies, such as 
privacy labels (Kelley et al. 2009; Zhang et al. 2022), 
privacy notices (Ebert, Ackermann, and Scheppler 
2021), user-tailored privacy (Knijnenburg et al. 2022), 
or summarised privacy policies (Woodring, Perez, and 
Ali-Gombe 2024). While these approaches present priv
acy-related information in a more engaging form than 
traditional privacy policies, they do not comply with 
privacy regulations due to their simplification of man
dated disclosure content; thus, they cannot replace priv
acy policies as legally binding documents.

In Study 2, we therefore investigate whether a per
sonalised privacy policy design that remains legally 
binding increases user engagement (i.e. reading time) 
and comprehension by prioritising a user’s most con
cerned category of information at the beginning of the 
policy. Study 1 shows that predicting a user’s most con
cerned category of information through proxies is chal
lenging; Study 2 asks users directly about their 
preferences, allowing for more effective tailoring to 
test the design. We thus hypothesise that: 

H2.1 Participants will spend more time reading the per
sonalized privacy policies than generic ones.

H2.2 Participants’ comprehension of a privacy policy’s 
content will be higher in the personalized condition 
than in the generic condition.

Reading a privacy policy can be hindered by a user’s 
information overload, which occurs ‘when an individ
ual’s efficiency and effectiveness in using information 
are hampered by the amount of relevant, and potentially 
useful, information available to them’ (Bawden and 
Robinson 2020, 12). Obar and Oeldorf-Hirsch (Obar 
and Oeldorf-Hirsch 2020) found that this overload 
negatively impacts users’ willingness to read terms of 

service agreements, especially during sign-ups, service 
changes, or privacy policy updates. When cognitive 
workload is reduced by making the same content 
more digestible, people’s comprehension and verifica
tion accuracy increase (Moody 2004). While our design 
does not alter the content or overall structure of a priv
acy policy, the approach (i.e. rearranging the order of 
content) could minimise users’ need to filter out irrele
vant details and reduce their need to navigate through 
less concerned information compared to a generic priv
acy policy, hence, reducing their cognitive workload. 
Therefore, we further hypothesise that: 

H2.3 Participants will have a lower perceived workload 
when reading a personalized privacy policy than a gen
eric one.

3.2. Methods

In an eye-tracking experiment, we studied H2.1 through 
eye-tracking measurements, H2.2 with the help of Cloze 
tests, and H2.3 with the NASA-TLX questionnaire. 
Semi-structured interviews were conducted, where we 
asked participants for their opinions on our personalisa
tion design and on privacy policies in general. To elicit 
participants’ natural reactions towards privacy policies, 
we framed the experiment as a usability study on a novel 
app marketplace interface where users experienced the 
interface during two app installations. In fact, it was a 
within-subject design in a randomised order. Each 
installation presented a condition, a personalised or 
generic privacy policy, and we compared participants’ 
engagement, comprehension, and perceived workload 
in each condition. We opted for a within-subject design 
to minimise the influence of inter-individual variability 
in factors such as usual reading behaviour, prior experi
ence, and general willingness to engage with privacy 
policies. In the personalised condition, the content 
order in the policy was rearranged based on a user’s 
most concerned category of information. We used Tik
Tok’s EU privacy policy in both conditions to ensure 
consistency with Study 1. After the experiments, partici
pants took semi-structured interviews. Then, they were 
debriefed and compensated according to the guidelines 
of the host institute.

3.2.1 Participants
We randomly recruited 31 individuals (‘women’: 9, 
‘men’: 20, ‘Prefer not to say’: 1) from a Swiss university 
using an internal recruitment platform. We excluded 
the data from one participant due to the poor quality 
of their recorded eye-tracking data. The average age of 
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the participants was 25.5 years (SD = 3.6), with the 
majority (N = 24) holding a Bachelor’s degree or higher 
(see Table A4 in Appendix C). Six participants reported 
wearing vision correction. The data collection sessions 
took approximately 45–60 min. The study received 
approval from the ethical review board of the lead 
author’s institution (ERCIC_425_02_03_2023), and 
participants were monetarily compensated (≈ USD 30 
in local currency) for their time.

3.2.2 Pre-experiment survey
A pre-experiment survey was sent to participants to 
gather their demographic data and to identify their 
most concerned category of information, which served 
to personalise the privacy policy for the experiment. 
Participants were not informed that their answers 
would be used later in the main study. Their lab sessions 
were scheduled to ensure a minimum of 24 h between 
the survey and the experiment. For the ranking of cat
egories, we used summarised privacy statements from 
the first study (see Appendix A). Most participants (N  
= 11) picked ‘What information we collect’ as their 
most concerned category, followed by ‘How we use 
your information’ (N = 6; see Table A4 in Appendix 
C). Since we framed Study 2 as understanding the 
usability of an app marketplace interface, the pre- 
study survey also included questions about people’s 
experiences with existing marketplaces, such as Apple’s 
App Store, to align the pre-experiment survey with our 
cover story.

3.2.3 Prototypes
We used Figma to create a mock marketplace for two 
app installation processes. Both apps were designed to 
be visually distinct and were framed as apps for specific 
aspects of TikTok: TrendTrails (see Figure 1(b)), which 
enables the discovery of current trends on TikTok for 
the generic condition, and FilterFusion (see Figure 
1(a)), which enables the creation of Augmented Reality 
filters for TikTok videos for the personalised condition. 
The marketplace and the app details mimic existing 
marketplaces and apps so that they appear familiar to 
the participants. We created the displayed description 
texts for the two apps with the help of ChatGPT (exclud
ing the privacy policies).

For each app, participants first saw a marketplace 
overview with the icon of the respective app. Upon 
clicking the icon, a page with information about the 
app was visible with an ‘Install’ button which led to a 
page that showed a description of the app’s functional
ity. Then, two pages with app preferences followed, to 
make the installation process more credible. Afterwards, 
the privacy policy was shown on eleven pages (see 

Figure 1 and Figure 2) that the participants could navi
gate with a ‘Continue’ and a ‘Back’ button. We opted for 
clickable buttons instead of scrolling to navigate the 
privacy policy because this format allows more precise 
analysis of the eye-tracking data. The participants had 
to click a checkbox to accept the privacy policy on the 
last page of the privacy policy. The participants clicked 
the ‘Finish’ button to end the installation process, 
thereby completing one trial.

3.2.4 Apparatus
The app prototypes (see Figure 1) were presented on a 
1920 × 1080px monitor (HP E24 G4) with the Tobii 
Pro Fusion (120 Hz) eye tracker attached to it. The 
research software iMotions was used to record partici
pants’ eye movements while they interacted with the 
prototypes. Participants were seated around 60 cm 
away from the monitor.

3.2.5 Measuring text comprehension
To measure participants’ comprehension of the privacy 
policies, we employed Cloze tests (Bormuth 1968), in 
which participants had to fill in every fifth word in 
excerpts sampled from three different sections in the 
two versions of the privacy policies. Cloze tests are 
shown to correlate with established measures of reading 
comprehension (Gellert and Elbro 2013; Greene 2001; 
Williams, Ari, and Santamaria 2011), indicating that 
they are likely to measure the same or similar constructs 
as comprehension tests. Furthermore, they were not 
intended to measure participants’ general cognitive abil
ities but comprehension. This approach is particularly 
appropriate due to the within-subject design of the 
study, since comparisons were made only between 
how the same participant comprehended texts without 
the confounding factors such as the different cognitive 
abilities or the different reading comprehension levels 
of participants. Thus, Cloze tests can serve as a reliable 
measurement for assessing comprehension. In addition, 
alternatives such as multiple-choice questions were con
sidered to measure comprehension during the brain
storming phase. However, such alternatives were 
dropped due to concerns that multiple-choice questions 
could pose a risk of false positives, as participants might 
guess the correct answers. As a result, Cloze tests were 
deemed more appropriate to accurately measure 
comprehension.

For the personalised condition, we created different 
versions of the Cloze tests corresponding to the three 
sections a participant would see during the experiment: 
the first section, one in the middle, and one at the end. 
Each participant only received one version of the Cloze 
test based on the selection of their most concerned 
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category of information. For the generic condition, the 
Cloze tests were the same for all participants. Partici
pants had ten blanks to fill out in the first section, five 
in the middle section, and five in the last.

3.2.1.1 Procedure. Participants were told to install two 
apps in a randomised order, during which they encoun
tered the two versions of privacy policies. The partici
pants were not instructed to specifically read the 

Figure 1. (a) The prototype of the app as seen by the participants in the browser during the study in the personalised condition. (b) A 
screenshot from the analysis of a trial recording from the generic condition, showing an AOI (here: the most concerned section at its 
original position in a generic privacy policy; in blue) on the privacy policy with the participant’s current gaze overlayed.
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Figure 2. Screenshots from the prototype showing (a) the generic privacy policy as displayed in the generic condition, and (b) the 
personalised one as displayed in the personalised condition (here with ‘What information we collect’ as the participant’s most con
cerned and thus first displayed section).
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privacy policies, nor that their reading behaviour would 
be measured, but rather to go through the installation 
process ‘as they normally would’. In the personalised 
condition, the first section of the privacy policy corre
sponded to a participant’s most concerned category of 
information indicated in the pre-experiment survey, 
instead of the ‘Introduction’ section in the generic pol
icy. Following the first installation, participants com
pleted the NASA-TLX questionnaire (Hart and 
Staveland 1988) to assess their perceived workload. 
Then, they repeated the process with the second app. 
After completing both conditions, participants com
pleted a post-experiment survey to maintain the study’s 
cover story and to minimise the carryover effect on their 
next task. They then completed two Cloze tests corre
sponding to the order of the conditions. Finally, partici
pants participated in a semi-structured interview (see 
Appendix D for the questions) to provide feedback on 
the perceived helpfulness of the personalised privacy 
policy, suggestions to make privacy policies more enga
ging, and potential disclosure alternatives to privacy 
policies. The study concluded with debriefing and 
compensation.

3.2.2.2 Data analysis. To analyse the eye tracking data, 
in iMotions, we defined important regions (e.g. the first 
section, the first page of a privacy policy, the overall 
privacy policy) of each prototype as the Areas of Interest 
(AOI) (see, e.g. Figure 1). Similar to previous research 
(see Section 3.1), we measured the average dwell times 
on these AOIs. We then used iMotions to calculate 
fixation-based dwell times with an I-VT-based (Salvucci 
and Goldberg 2000) fixation threshold of 30°/s and a 
dwell threshold of 100 ms. We use these fixation- 
based dwell times as an approximation for participants 
actually reading the text. The NASA TLX responses 
and Cloze tests were analysed via Python scripts.

The interview data were transcribed, anonymised 
and analysed using ATLAS.ti. Inductive qualitative con
tent analysis was applied to these transcriptions to pro
vide ‘a description of patterns or regularities found in the 
data’ (Drisko and Maschi 2016, 86), where ‘[b]oth mani
fest and latent content are examined, as are meanings in 
context’ (Drisko and Maschi 2016, 87–88). The code 
generation followed the steps by Mayring for inductive 
category development using qualitative content analysis 
(Mayring 2014, Figure 14). The first author and the 
third author initially coded three randomly selected 
interview transcripts independently. They then met to 
discuss and refine the codes and their definitions, agree
ing on an initial codebook for further analysis. The first 
author, who designed the interview guide and con
ducted half of the interviews, proceeded to code the 

remaining transcripts, leveraging their familiarity with 
the interviews and their context. Code generation was 
iterative throughout the process. As new codes emerged, 
the first author added them to the shared code lists. All 
authors could examine the code lists and the first 
author’s coding decisions at any time, hence reducing 
potential bias. Previously coded transcripts were 
revisited by the first author to maintain consistency in 
applying codes. During this process, the first author fol
lowed Braun and Clarke’s (Braun and Clarke 2019, 592) 
emphasis on reflexivity, acknowledging ‘‘the centrality of 
researcher subjectivity’’ by documenting their own 
reflections to critically reflect on potential biases and 
assumptions.

3.3. Results

H2.1 (Participants will spend more time reading per
sonalised privacy policies than generic ones.) To inves
tigate H2.1, we compared the reading times of the full 
privacy policy, the section corresponding to their most 
concerned category of information, and the first page 
between the two conditions. Overall, participants did 
not spend more time reading the privacy policies in 
the personalised condition (M = 247.4s, SD = 216.2s) 
than in the generic condition (M = 235.4s, SD =  
207.1s; see Figure 3(c)). Given that the assumption 
of normality was violated, we used a Wilcoxon 
signed-rank test which did not show a significant 
difference (W = 208, p = .62), with a rank-biserial cor
relation r = 0.44, suggesting a medium effect size. 
Since the main aspect of our personalisation was that 
the category a participant was most concerned about 
was presented as the first section, we compared the 
reading time on this section in the personalised con
dition with the same section in its original position 
in the generic condition. We found again no statistical 
significance using a paired t-test, given that the data 
were normally distributed (t = −1.1, p = .28, d f = 29, 
Cohen’s = −0.201; Personalised: M = 45.5s, SD = 49.9s; 
Generic: M = 35s, SD = 50.6s).

We further compared the reading time on the first 
page between the two conditions to examine whether 
personalised privacy policies increase participants’ 
initial interest in reading. When comparing the reading 
time of the Introduction section in the generic version 
(see Figure 2(a)) with that of an AOI of the same size 
in the personalised version, the results show that partici
pants read this initial paragraph significantly longer (W  
= 103, p = .0066, r = −0.83) in the personalised version 
(M = 12.6s, SD = 10.8s) than in the generic one (M =  
7s, SD = 6.4s; see Figure 3(a)). Yet, this effect does not 
persist for the reading time of the whole first page. 
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Here, participants spent a longer time reading the first 
page in the personalised condition (M = 34.96s, SD =  
33.3s) than in the generic condition (M = 28.26s, SD =  
30.3s; see Figure 3(b)), yet without statistical signifi
cance (W = 187, p = .36, r = .402).

H2.2 (Participants’ comprehension of the privacy pol
icy’s content will be higher in the personalised condition 
than in the generic condition.) Since the most significant 
change in the personalised version occurred within the 
first section of the policy presented to participants, we 
compared the Cloze test results for this part as well as 
for the entire privacy policy. For the first section, only 
7 out of 30 participants recalled more correct words 
from the personalised condition than the generic con
dition. Only 3 participants recalled more correct 
words from the personalised version when considering 
the entire policy. Wilcoxon signed-rank tests show 
that there is a statistically significant difference in cor
rect word recalls between the personalised condition 
and the generic condition for both the first section (10 
blanks to fill; Generic: M = 4.7, SD = 1.6, Personalised: 
M = 3.9, SD = 1.8; W = 84, p = .031, r = .18) and for all 
three sections (20 blanks to fill; Generic: M = 12, SD =  
2.9, Personalised: M = 9.1, SD = 3.8; W = 37.5, p < .001, 

r = .08), indicating that participants recalled signifi
cantly more correct words in the generic condition 
than in the personalised condition. Thus, we can reject 
hypothesis H2.2 with high confidence. However, this 
finding should be interpreted as a condition-level differ
ence (personalised vs. generic conditions) in Cloze per
formance, rather than as a strictly matched comparison 
of comprehension items.

H2.3 (Participants will have a lower perceived work
load when reading a personalised privacy policy than a 
generic one.) Wilcoxon signed-rank tests applied to 
each of the six categories of the NASA TLX question
naire, as well as to an overall non-weighted average 
index of the six different categories, did not show stat
istically significant results on either of the six categories 
or on the overall index (see Table 7). Therefore, H2.3 is 
rejected.

3.3.1 Interviews
During the interviews, only three participants (P13, P21, 
P23) out of thirty successfully identified the difference 
between the two conditions. After explaining the true 
purpose of our experiment, we asked participants for 
their perceptions. Overall, the feedback was positive, 

Figure 3. Boxplots showing (a) the reading times for the Introduction-section in the generic policy and an equally sized AOI in the 
personalised one, (b) the first page of the privacy policy, and (c) the full privacy policy. The asterisk denotes a significant difference (p  
< .01).
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with most participants (n = 21) finding personalised 
reordering to be helpful. However, participants also 
expressed two main concerns (n = 14): issues with per
sonalisation and issues with privacy policies. For the 
first cluster of concerns, participants expressed worries 
about personalisation being too intrusive and raised 
practical questions about how personalised privacy pol
icies would function. They questioned whether persona
lisation would be applied consistently across devices 
and, in the case of shared devices, whose preferences 
would be displayed. Additionally, participants expressed 
concern that companies might exploit privacy prefer
ences to the users’ disadvantage.

For the latter cluster, feedback centred on how and 
why our personalised design did not address the existing 
issues with privacy policies or did not change partici
pants’ reading habits. Participants felt that even with 
personalisation, the privacy policy would still be too 
long, and users would still lack the option to download 
an app if they disagreed with the data processing activi
ties disclosed in a privacy policy. Moreover, those who 
typically do not read privacy policies would still be unli
kely to read or care about the tailored information. 
Among the participants who found personalisation 
helpful, 16 participants emphasised that it would allow 
them to focus on what is most important to them 
right from the start of a privacy policy. Another point 
highlighted was how personalised privacy policies 
could help users retain focus when their attention 
span is limited. Participants (n = 7) believed they con
centrate best at the beginning of a privacy policy, so pla
cing the most concerned section at the start would help 
them absorb the information more effectively. Further
more, participants (n = 6) expressed their perception of 
personalisation as a way to facilitate reading, as they 
noted that they would be more likely to read the sections 
they care about most if those sections were placed at the 
beginning when their focus is sharpest.

Reading behaviours of the participants were 
nuanced. For those (n = 16) who shared their typical 
reading behaviours unprompted, half (n = 8) admitted 

not reading privacy policies in real-life. Three partici
pants mentioned partial reading, influenced by factors 
such as the importance of specific sections of a policy 
(P21) or specific concerns, like the use of images 
(P31). The rest indicated that they would read a privacy 
policy in full, if the company or the app is (un)trust
worthy, a paid service, a sensitive app like banking, or 
appears shady; or when they need to provide their real 
data instead of fake data. These circumstances would 
motivate participants to scrutinise privacy policies 
more closely. Otherwise, participants often chose not 
to read privacy policies because they felt compelled to 
accept the conditions if they wanted to use the service, 
with no ability to modify the terms.

We asked participants for suggestions to make priv
acy policies more engaging, aside from personalisation, 
especially in light of how they described the language 
used in privacy policies as difficult, complex, and con
taining technical terms. The top three recommen
dations were shortening the text, highlighting, and 
using simpler language. Participants also suggested col
lapsible content, summarised headings, a table of con
tents, and the use of icons or ratings, although one 
participant noted that an ‘F’ rating without context is 
unhelpful to users. Other ideas included forced inter
actions to ensure users go through the entire policy 
and layered privacy policies. P17 explained the need 
for a layered privacy policy: ‘And because I think there 
are two purposes [for privacy policies]: the legal purpose 
and the customer purpose. And they should be really sep
arated. There should be a short version and then one [ver
sion] that you can read if you want that for it to be 
optional’.

Three participants also recommended using filter 
questions to reduce the information presented in a priv
acy policy, similar to the pre-experiment questionnaire 
we conducted. However, unlike in our approach, they 
preferred receiving only relevant information. As P1 
explained, using the example of minors: 

Or if you are installing, you could already tell them that 
you have to be 18 years old or 13 years old. Otherwise, 
you cannot go through the installation. Because you are 
already coming down to the privacy policy, you see this 
13-year-old thing. It’s a bit weird.

Further recommendations included providing clear 
explanations, summarised information, and improved 
visualisations of privacy policies (e.g. images, videos, 
or dashboards). Participants expressed the need for 
videos to be kept short, ideally between 30 s and two 
minutes. ChatGPT was recommended for explanations, 
creating summaries, flagging concerning data practices, 
or displaying important information to users. A few 

Table 7. Average scores and standard deviations for the six 
dimensions of the NASA-TLX (on a scale from 0 to 21) with 
the associated p-value and test statistic W for Wilcoxon 
signed-rank tests.

Dimension
Generic 

Mean (SD)
Pers. 

Mean (SD) W p

Mental 8.20 (7.02) 8.50 (6.72) 126.0 .99
Physical 3.00 (4.31) 3.23 (4.35) 50.5 .90
Temporal 5.30 (5.19) 5.63 (4.44) 79.5 .34
Performance 16.57 (5.14) 17.23 (3.82) 107.5 .53
Effort 6.30 (5.94) 6.70 (6.06) 83.5 .64
Frustration 5.47 (5.51) 6.53 (6.69) 80.5 .55
Overall Index 7.47 (3.32) 7.97 (3.38) 151.0 .15
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participants (n = 8) advocated for an initial layer of priv
acy disclosure through app marketplaces like the App 
Store. Lastly, participants (n = 4) also expressed their 
desire to have active control over their privacy, rather 
than simply being informed about terms without the 
ability to make changes. They suggested mechanisms 
such as checkboxes, similar to cookie banners, where 
they could exercise their choices regarding a company’s 
data collection, processing, and sharing practices. 
Additionally, they expressed the need for just-in-time 
notices that prompt users to consent to or refuse specific 
activities as they occur.

3.4. Discussion

The results of the eye-tracking experiment present a 
mixed picture of user engagement with personalised 
privacy policies. While most participants subjectively 
found our personalisation approach helpful, their eye- 
tracking data, comprehension, and perceived workload 
results do not confirm a higher engagement beyond 
the beginning of the privacy policy.

Participants read the first few lines in a personalised 
policy, which correspond to the length of the Introduc
tion section in the generic version, which is significantly 
longer. This effect might be attributed to the fact that the 
information presented was of particular interest to the 
participants because it matched their primary privacy 
concern. This would mean that our personalised 
approach only initially increases user engagement. An 
alternative explanation is that this is a novelty effect, 
whereby participants expected a privacy policy to begin 
with the ‘Introduction’ section and therefore continued 
reading due to the discrepancy between their expec
tations and the actual content. The presented way of per
sonalising privacy policies might thus be too subtle to 
bring a substantial change in user engagement. Thus, 
future research could investigate combined approaches 
where a legally binding privacy policy is combined 
with a more interactive form of disclosure, such as priv
acy labels (Kelley et al. 2009), summaries that are pre
sented before the text of each section (Woodring, 
Perez, and Ali-Gombe 2024), or sequential context 
(Masotina and Spagnolli 2022), to name just a few. How
ever, privacy labels have drawn complaints for their use 
of incomprehensible terms and lack of details to support 
informed decision-making (Balash et al. 2024). Any 
combined approach to disclosure should thus capitalise 
on the strengths of each composing method without 
exacerbating their weaknesses. It is also possible that 
no single disclosure method can fully satisfy every 
user’s needs. Therefore, in addition to the ongoing pur
suit of technological and design solutions that enhance 

user knowledge and engagement, which aim to ulti
mately improve privacy control and management, 
other strategies should also be considered. One strategy 
could involve integrating online privacy literacy edu
cation that reinforces disclosure methods by providing 
users with a stronger foundational understanding of 
privacy. Online privacy literacy, defined by Trepte et 
al. (2015, p.339)    , consists of ‘a combination of factual 
or declarative (‘knowing that’) and procedural (‘knowing 
how’) knowledge about online privacy’. Current research 
seems to focus on the connection between privacy lit
eracy and an individual’s social privacy protection prac
tices, i.e. how they protect their privacy while using a 
service or interacting with fellow users (Bartsch and 
Dienlin 2016; Choi 2022); we propose a different direc
tion for future research into whether online privacy lit
eracy could influence people’s assessment of 
disclosures presented to them and their decisions in con
senting to the data practices of service providers.

The findings from the eye-tracking data further 
confirm previous studies on people’s reading behaviours 
regarding privacy policies in terms of the general skip
ping and skimming, as well as individual differences 
in reading behaviours. In our study, participants read 
the privacy policies on average much longer (generic: 
235.4s, personalised 247.4s; 6453 words) than in pre
vious studies (M = 53s for 451 words [Steinfeld 2016]; 
M = 73s for 7977 words [Obar and Oeldorf-Hirsch 
2020]). Yet, given that adults’ average silent reading 
speed is 238 words per minute (Brysbaert 2019), partici
pants would have needed around 27 min to properly 
read the full policy, meaning that they did not spend a 
meaningful amount of time on the privacy policies. 
We also observed large differences in reading time 
between the participants regardless of the conditions 
in the experiment, ranging from around five seconds 
to 11 min, which is in line with previous research 
(Obar and Oeldorf-Hirsch 2020; Steinfeld 2016). 
These findings highlight the inherent tension between 
maintaining the legal requirements of privacy policies 
and achieving user-friendly and more engaging text. 
In addition, they demonstrate the need for privacy pol
icies and privacy disclosure in general to factor in differ
ences in individual reading behaviour.

Participants have performed significantly better in 
the Cloze tests for the generic condition than the per
sonalised condition for the first sections. The difference 
in performance was likely because it was probably easier 
to deduce the answers for the first section from the con
text in the generic condition than from the personalised 
condition, considering it contained many country 
names, or due to users’ previous knowledge and 
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familiarity with the Introduction sections in other priv
acy policies.

Participants in both conditions have a similar degree 
of perceived workload. Our results could be attributable 
to the total length of the policies, which arguably 
vanishes the positive effect of reordering the sections 
based on users’ primary concerns. In addition, objective 
workload measures such as Pupillometry (Kiefer et al. 
2016; Kosch et al. 2023) could be considered as an 
option for future work to capture more subtle 
differences.

3.5. Limitations

In both conditions, the same privacy policy from Tik
Tok was displayed, which may have caused a carryover 
effect. However, in the two conditions, the privacy pol
icies were associated with different apps which were pre
sented with visually different designs to mitigate this 
effect. The reordering of sections in personalised privacy 
policies led to different paragraph breaks from those in 
the generic ones, and each prototype app had a distinct 
colour scheme and design, further suggesting the 
impression of two distinct privacy policies. However, 
we acknowledge that the results of the Cloze tests 
might have been affected by the use of the same privacy 
policy twice. The Cloze tests were further limited due to 
concerns regarding their comparability. For this reason, 
the Cloze findings should be interpreted cautiously as an 
exploratory, condition-level measure of comprehension. 
Future work could strengthen the design by using par
allel difficulty-matched comprehension forms, a 
between-subject design or the use of two different but 
comparable privacy policies to provide a comparison 
for the overall eye-tracking experiment.

The privacy policies were intentionally presented 
with minimal design elements, such as the absence of 
colours or highlighting with bold fonts. While this 
approach was chosen to control for confounding 
effects, it may have reduced participants’ motivation 
to engage with the policies. Additionally, the reordering 
of sections in personalised privacy policies resulted in a 
somewhat varied design among participants with differ
ent primary concerns, which might have influenced the 
participants’ reading behaviour. Furthermore, the 
sample population may have been subject to potential 
biases, as it is comprised predominantly of young men 
with a high educational background. Moreover, we 
opted for a paginated policy instead of putting all text 
on one page with scrolling because this format allows 
more precise analysis of the eye-tracking data. We 
acknowledge that this presentation of the policy and 
the laboratory environment may have led some 

participants to show an adapted gaze behaviour and to 
read the privacy policies more carefully than they 
would do in a more natural setting. To mitigate such 
effects to some extent, we instructed participants to fol
low the app installation ‘as they normally would’. The 
privacy policy was displayed on a desktop screen for 
the sake of more accurate eye-tracking data collection. 
This may limit the ecological validity of the findings, 
as many users in real life encounter privacy policies 
also on smartphones or tablets. Future research could 
explore whether users’ engagement with privacy policies 
differs across device contexts.

4. Conclusion

In this paper, we explored an approach to personalising 
privacy policies that simultaneously balances privacy 
policies’ dual functions as legal documents mandated 
by law and as information sources for users. We evalu
ated this approach in two studies: to investigate whether 
personal characteristics could be used as proxies to pre
dict a person’s most concerned category of information 
in a privacy policy, and to determine whether our pro
posed personalisation approach would increase user 
engagement and comprehension while reducing 
workload.

Our first study indicates that personal characteristics 
alone are not sufficient to predict a person’s most con
cerned category of information in a privacy policy. 
Using multinomial logistic regression, our initial 
findings show that neuroticism is a significant predictor. 
However, neuroticism was not significant after the 
Holm adjustment to control Type I errors due to mul
tiple comparisons. In addition, the results from compar
ing section headings and one-sentence summarised 
statements further suggest that for users to make 
informed decisions about their most concerned category 
of information, they need at least a basic awareness of 
the content in each section of a privacy policy. 
Additionally, we recommend that privacy policies 
from different service providers follow a consistent 
structure to make it easy for users to locate their con
cerned categories of information across various services. 
If future research chooses to use inferences for persona
lisation in privacy disclosure or privacy management in 
general, it needs to make sure that such inferences 
account for multiple factors, moving beyond mere per
sonal characteristics.

Our second study reveals that personalising the order 
of a privacy policy did not, in general, increase user 
engagement and comprehension or reduce perceived 
workload. However, we found that our personalisation 
approach leads to higher engagement with the first 
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few sentences of a privacy policy. Further research could 
study how this engagement might be retained longer. Or 
conversely, further research is needed to investigate how 
the content of privacy policies can be communicated 
through concise, legally compliant summaries that 
align with users’ limited attention span and reading 
time.

One possible explanation of the null findings of our 
second study is that the challenge may stem from data 
controllers’ disclosure compliance practices, within 
which personalisation needs to operate. The norm of 
our current paradigm often associates the quantity of 
information with good transparency and thus good dis
closure to users (Oehler and Wendt 2017) as well as with 
good compliance (Ding and Huang 2024). However, the 
resulting complex and lengthy privacy policies, as 
shown in the second study, not only limits the effective
ness of measures such as personalisation but also disre
gards the reality that average users have limited 
attention spans they are willing to devote to reading 
privacy disclosures. In addition, the null findings 
suggest that the usability problems of privacy policies 
cannot be fully addressed through presentation 
improvements alone if compliance is expected with 
exhaustive disclosure, which is at the expense of effec
tive and usable transparency for users. From this per
spective, our findings indicate that current 
compliance-oriented disclosure practices may constrain 
the practical success of user-centred privacy designs. We 
recommend that relevant stakeholders, such as regula
tors and data protection authorities, provide clearer gui
dance and greater legal certainty for more user-centred 
transparency methods such as personalised 
transparency.

Feedback from the interviews shows a reason for 
users’ withdrawal from privacy policies: Participants 
felt they had little control over the data collection and 
processing activities described in privacy policies. 
They perceived themselves as being in a ‘take it or 
leave it’ situation – if they wanted to use a service, 
they had no choice but to consent, or else they couldn’t 
use it. As a result, whether to engage with the privacy 
policy or not did not alter their circumstances.

The discrepancy between participants’ positive per
ceptions of the personalised reordering design and the 
null objective findings of our eye-tracking experiment 
may reflect a gap between perceived relevance and use
fulness of legally compliant personalisation and the 
actual user engagement with the design for privacy dis
closure. Many participants in the interviews viewed per
sonalised reordering positively because, in principle, the 
design makes a privacy policy feel more useful and 
easier to navigate. However, as this design aims to 

preserve the full legally required text and change only 
the order of content, it may not have been sufficient 
to substantially alter reading behaviour for users, if 
users do not read in the first place.

Beyond the immediate findings of our studies, these 
results also raise broader questions about whether 
more modular and customisable forms of privacy 
choices could increase the practical relevance of privacy 
disclosures. This lack of modularity in choices has been 
tackled by previous scholars (e.g. Das et al. 2018), with 
some proposing from the legal perspective a right to 
customisation (Tamò-Larrieux, Zihlmann, and Garcia 
2021). Under the right to customisation, users could 
selectively consent to specific data processing practices 
outlined in a privacy policy and opt out of those that 
do not align with their privacy preferences or concerns, 
such as sharing personal information with certain third 
parties. The service provider would then offer a version 
of the service per these preferences. In this scenario, a 
privacy policy would serve as more than just a compli
ance tool for companies or a shield for liability; it 
would become a meaningful document for individuals, 
incentivising them to engage with it and exert control 
over their data. It would also clear the legal impediment 
to applying existing HCI designs and prototypes in the 
real world, allowing users to have granular consent and 
better control, e.g. through the usage of personalised 
privacy assistants (PPAs; i.e. ‘intelligent agents capable 
of learning the privacy preferences of their users over 
time, semi-automatically configuring many settings, 
and making many privacy decisions on their behalf’) 
(Personalized Privacy Assistant Project, accessed in 
2024). PPAs could serve as one possible approach 
when the door of compliance is widened, envisioned 
to streamline privacy disclosures with personalisation, 
provide personalised recommendations, and facilitate 
user decision-making (Chang and Barber 2023; Das 
et al. 2018; Liu et al. 2016; Marky et al. 2024; Morel, 
Iwaya, and Fischer-Hübner 2025; Xu et al. 2026). 
Additionally, studies have examined various levels of 
automation that PPAs can employ, including fully auto
mated decision-making by the agent (Colnago et al. 
2020). If the right to customisation were to be 
implemented, a personalised privacy assistant could be 
instrumental in motivating and enabling users to better 
understand the data processing activities and control 
their personal information before they sign up for a ser
vice. This would ensure that these activities align with 
and truly reflect a user’s privacy concerns and prefer
ences. However, as discussed in Xu et al. (Xu, Rossi, 
and Tamò-Larrieux 2025), such technologies should 
ensure their accuracy, respect user agency and take 
accountability measures.
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In addition to agentic systems such as PPAs, other 
privacy designs utilising personalisation have also 
shown promising results in usable privacy research 
(Fischer-Hübner and Karegar 2024), such as to enhance 
privacy communication and user decision-making (see, 
for example, Harbach et al. 2014; Peer et al. 2020). How
ever, when such designs are translated into real-world 
applications, they may encounter legal and regulatory 
barriers related to compliance. We therefore encourage 
policymakers, data protection authorities, and legal 
scholars to consider whether and under what conditions 
these approaches can be implemented lawfully for end 
users.

Last but not least, to gain a better understanding of 
how engagement with privacy policies is affected by 
the presence or absence of meaningful user control, 
we recommend that future research explore whether 
users’ engagement with privacy policies changes when 
they are granted control over their personal information 
and its processing by a service provider, with immediate 
adjustments to the service based on their choices.
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Appendices

Appendix A. Study 1: prediction of most concerned category of information in a privacy policy
Table A1.  Privacy Statements in different forms as used in Study 1
Condensed Headings in a Privacy Policy Summarised Privacy Statements
Information collected What information we collect Information about the data (e.g. profile information, user content, contacts, location 

information, cookies, payment information) that is being collected from the social media 
provider.

Information usage How we use your information Information about the purposes for which user data is used (e.g. personalising the 
experience, providing advertisement and sharing of data with third parties to provide 
advertisement, facilitating purchases, enforcing the terms of services).

Information sharing How we share your information Information about how third parties obtain access to the data of the user. Third parties can 
be cloud hosting or content delivery providers, partners or corporate groups of the social 
media providers (e.g. for single-sign-in by using a third party platform), or the public 
depending on the privacy settings chosen by the user.

Legal bases and 
information processing

Our legal bases and how we 
process your information

Information about the legal grounds upon which user data is being processed (e.g. certain 
data are collected based on a contractual obligation, other data is collected only with the 
user’s consent).

Rights and choices Your rights and choices Information about the rights that users have with respect to how their data is being 
processed (e.g. information on how to make use of access rights, information on how to 
demand for certain data to be deleted).

Security and retention Data security and retention Information about what security measures are put in place to protect user data and how 
long the data is kept by the social media provider.

Global operations and 
transfers

Our global operations and data 
transfers

Information about how data is being used globally and transferred to entities processing 
data on behalf of the social media provider (e.g. information about the legal safeguards 
in place for such transfers).

Young users Young users Information targeted to users under 13 (e.g. information on how to obtain more age- 
appropriate content, or information for parental consent).

Updates Privacy policy updates Information on how the privacy policy can be updated and the notifications that this 
triggers.

Contact Contact us Information on how to contact the social media provider in case of questions related to 
privacy.

Appendix B. Study 1: additional results
Table A2.  Classification table for classification accuracy on predicted vs. actual outcomes

Predicted

Observed
Information 
collected

Information 
usage

Information 
sharing

Legal bases and 
information 
processing

Rights and 
choices

Security and 
retention

Our global 
operations and 
data transfers

Young 
users Updates Contact

Percent 
correct

What information we 
collect

79 4 2 1 2 0 1 1 0 0 87.8%

How we use your 
information

16 6 1 0 2 0 2 0 0 0 22.2%

How we share your 
information

11 1 3 0 0 0 0 0 1 0 18.8%

Our legal bases and how 
we process your 
information

5 0 0 0 0 1 0 1 0 0 0.0%

Your rights and choices 9 0 1 0 7 1 1 0 0 0 36.8%
Data security and 

retention
6 1 0 0 0 2 1 0 0 0 20%

Our global operations 
and data transfers

10 1 2 0 1 0 2 0 0 0 12.5%

Young users 8 0 0 0 1 1 0 0 0 0 0.0%
Privacy policy updates 3 0 0 0 0 0 0 0 3 0 50%
Contact us 4 0 0 0 1 0 0 0 0 1 16.7%
Overall percentage 72.9% 6.3% 4.3% 0.5% 6.8% 2.4% 3.4% 1.0% 1.9 0.5% 49.8%

Appendix C. Study 1 and study 2: socio-demographic information of the participants
Table A3.  Socio-demographic information of participants in Study 1
Category Description N Marginal Percentage
Most concerned statement with summarised statements What information we collect 90 43.5%

How we use your information 27 13.0%
How we share your information 16 7.7%
Our legal bases and how we process your information 7 3.4%
Your rights and choices 19 9.2%
Data security and retention 10 4.8%
Our global operations and data transfers 16 7.7%
Young users 10 4.8%

(Continued ) 
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Table A3. Continued.
Category Description N Marginal Percentage

Privacy policy updates 6 2.9%
Contact us 6 2.9%

Level of Education Below high school 8 3.9%
High school and post-high school 60 29%
Short-cycle and bachelor’s 84 40.6%
Master’s and doctoral 55 26.6%

Age 18–24 57 27.5%
25–39 123 59.4%
60–64 27 13.0%

Gender Men 105 50.7%
Women 102 49.3%

Total 207

Table A4.  Socio-demographic information of participants in Study 2
Category Description N Marginal Percentage
Most concerned statement with summarised statements What information we collect 12 40%

How we use your information 4 13.3%
How we share your information 4 13.3%
Our legal bases and how we process your information 1 3.3%
Your rights and choices 1 3.3%
Data security and retention 3 10%
Our global operations and data transfers 2 6.7%
Young users 0 -
Privacy policy updates 0 -
Contact us 3 10%

Level of Education High school and post-high school 6 20%
Short-cycle and bachelor’s 15 50%
Master’s and doctoral 9 30%

Major Economics 6 20%
Accounting and Finance 4 13.3%
Strategy and International Management 3 10%
Business Administration 3 10%
International Affairs 2 6.7%
Quantitative Economics and Finance 2 6.7%
Computer Science 2 6.7%
Management 2 6.7%
Other 6 20%

Age 18–24 15 50%
25–34 15 50%

Gender Men 20 66.7%
Women 9 30%
Prefer not to say 1 3.3%

Total 30

Appendix D. Study 2: semi-structured interview guide

In the semi-structured interview, we asked all participants the main questions (1) to (6). Depending on their answers, we adapted 
the follow-up questions. 

1. When you were answering the two fill-in-the-blank tests, how did you decide which words to write?
2. When you installed the two apps, did you read their privacy policies? 

a. If Yes, then: Did you notice any differences between them? Can you describe what those differences were? Follow-up: Do 
you prefer one privacy policy over the other? If so, what are your reasons for this preference? And if not, what are your 
reasons?

b. If No, then: Can you share why you chose not to? Follow up: Even though you didn’t read the privacy policies, did any
thing about them stand out to you in any way? For example, did you notice any differences between the two privacy 
policies?

3. We personalised the order of information in one privacy policy based on your preferences from the pre-experiment survey. 
Did you notice this personalisation? If Yes, then: Did it affect your understanding or perception of the privacy policy? How so?

4. Do you think this personalised approach is helpful? Why or why not?
5. What could make privacy policies more engaging or easier to read for you? Do you have any specific suggestions?
6. Do you think other ways of information disclosure are better alternatives than privacy policies for you?
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Figure A1. Comparison of participants’ most concerned category of information: headings vs. summarised privacy statements (N =  
207).
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