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Abstract

To advance self-determined data sharing, we present a novel para-
digm for context-dependent access control for Solid, a specification for
decentralized data stores (Pods) for secure sharing of personal data.
Our approach enables dynamic, real-time updates to data access
rights based on contextual information such as location, proximity,
and behavior. Using Bluetooth Low Energy (BLE) beacons and a
mobile application, we demonstrate our contribution in a pet own-
ership scenario, where a BLE-enabled dog collar manages access
to a dog’s data Pod. For example, the owner’s contact details be-
come publicly accessible if the pet runs away; access to vaccination
records are made available to customs officials when the dog crosses
a country border; and additional contact information for arranging
play dates is made available to other dog owners when two dogs
interact frequently. Our demonstrator highlights the potential of
context-dependent access control rules to enhance data privacy in ev-
eryday IoT environments, taking advantage of contextual triggers
that can reduce end-user complexity. We discuss applications be-
yond pet ownership and outline future work to refine our system’s
usability and performance.
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1 Introduction

Internet of Things (IoT) devices that support us in accomplishing
tasks are by now commonplace. We can start our vacuum cleaner
even when we are not in our apartment, we can check the status
of our washing machine without being in front of the device, and
we can ask our voice assistant to stream our favorite TV show.
Even for entities that do not produce digital data, we can now
track them by, for example, attaching an Apple AirTag! or a Tile
tracker? to our luggage, to our pet’s collar, and even to the children
in our lives [11]. This leads us to ask ourselves: What about privacy?
What if we are wary about yet another big tech company using our
data to profile us? What if we do not want to receive personalized
content on how to train our dog? Or what if we do not want to
get more ads telling us how terrible our dog’s food is just to then
receive advertisements about more expensive dog food? One of the
alternatives—as proposed by Tim Berners-Lee—is to use Solid (from
Social Linked Data) [14]. Solid is a World Wide Web Consortium
(W3C) specification [20] for structuring data, digital identities, and
accessing such data on the Web. The Solid project [16] aims to
empower users to take back control of their data on the Web, so
they can share it only with the applications and entities they trust.
Users of Solid have a Pod (hosted by a trusted partner) in which
their data is stored, and they grant and revoke access rights to
process these data whenever they want.

The use of Solid is increasing, from research use cases to imple-
mentations in the real world. For example, the Flemish government
in Belgium?® is creating infrastructure to provide each citizen with
a Solid Pod in which their official documents are stored (e.g., uni-
versity diplomas and drivers’ license); citizens can then share these
official documents with specific applications, e.g., when applying
for a job. In research, Solid has been used to facilitate the storing
and sharing of gaze data [1], healthcare-related data [4], social
media data [15], and human agent collaboration [5]. However, to
transition from the current paradigm in which users’ personal data
is replicated, stored, and processed by each company that provides
a service, to the decentralized paradigm that Solid proposes, in
which users have agency on their data; it is necessary to lower
Solid’s usability barrier. Hence, in this work, we focus on making it

Uhttps://www.apple.com/airtag/. Last accessed July 16, 2025.
Zhttps://www.tile.com/. Last accessed July 16, 2025.
3https://solidlab.be/. Last accessed July 16, 2025.
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easier for users to manage access and processing rights on their data,
through context-dependent access control rules.

Solid uses the Web Access Control system (WAC) [17], which
employs the Access Control List (ACL) model to describe, in a
machine-readable and understandable way, rules for accessing and
processing data stored in a Solid Pod. However, creating ACL rules
requires specialized knowledge, making it unsuitable for end users.
Hence, we propose a dynamic, context-dependent approach to set
ACL rules. Our approach considers ubiquitous computing environ-
ments, in which users produce personal data by interacting with
connected devices, leveraging cues such as location, proximity, and
interaction history to design intuitive applications that seamlessly
provide adequate access control according to the interactions of a
user. We demonstrate our approach with a pet ownership scenario:
Solid is used to store data about a dog, and the daily life of the pet
serves as the basis for distributing the data to interested parties,
granting and revoking rights to data based on the dog’s and the
owner’s context.

2 Related Work

The concept of utilizing context to improve the accessibility of in-
formation is a foundational aspect of context-aware computing [2].
Jones [8] emphasizes the potential of context-aware systems in
dynamically adapting to user environments, tasks, and preferences.
They outline how ubiquitous computing environments enable the
integration of rich contextual data, such as user activities, location,
biometric sensors, and environmental attributes, to enhance infor-
mation retrieval. We propose using such contextual data to support
users in sharing their data.

IoT environments themselves raise substantial challenges re-
garding access control and privacy [3]. Qiu et al. [13] highlight
three core requirements for IoT access control: policy combination,
conflict resolution, and policy authoring. They show how classic
methods, such as role-based or attribute-based access control, need
adaptation to handle large-scale, real-time IoT data and dynamic
device states. Moreover, they discuss the growing importance of
context-aware attributes (e.g., user location or environmental con-
ditions) that enable making finer-grained permission decisions.
However, such elaborate permissions that ensure the appropriate
data processing of which they are the subject or recipient, might
increase people’s privacy labor [22]. Thus, researchers have sug-
gested using contextual cues to ease this burden. PriviAware [9]
offers a visualization of sensor readings, paired with flexible on/off
consent for data sharing, depending on context cues such as time
and location of the user. A user still has to manually manage their
data privacy; however, being connected to a specific context of use
might make the impact of the privacy decision more tangible.

The possibilities of combining intuitive data access controls with
dynamic data produced by IoT devices remain a field worth explor-
ing further. Hence, by integrating Solid’s decentralized approach
with contextual data, we aim to reduce the privacy labor laid on
the end user.

3 Context-Dependent Data Access Control

To showcase the potential of context-dependent data access control
for Solid Pods, we propose a pet scenario, in which dogs wear a
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Figure 1: Overview of the prototype’s components

Bluetooth Low Energy (BLE) beacon on their collar, and owners
use a mobile application installed on their smartphone. Smart dog
collars have been used to monitor dogs’ activity levels [23], to
enable photo and activity sharing with their owners [25], and to
connect owners with other dog owner’s by recording and sharing
their dogs’ encounters [24]. However, researchers have pointed
out privacy risks connected with such smart pet technology [6, 18]
underlining the need for intuitive privacy controls. To inform pet
owners about potential privacy risks, the usage of privacy labels has
been suggested to highlight the data (from dogs and owners) that
may be accessed or shared by a specific dog-related technology [12].
While these labels are helpful for informing pet owners about data
a device might share, they are not meant to provide any data access
control means. Our system proposes an implementation that allows
pet owners to set rules that define which data are made available
to others based on contextual factors. We consider the following
situations to trigger access control rules according to the current
context of the dog and its owner:

e If a dog runs away, people the dog encounters should have a
way to contact its owner.

e If a dog enters a foreign country, officials should be able to
read the dog’s vaccination status.

o In case a dog spends a lot of time with another dog, it might
indicate that the pets like each other, hence access to data
for contacting the owner of the dog can be granted to, for
example, set up a play date.

The project uses three central components as shown in Figure 1:
(a) a commercially available BLE beacon, in our case a Puck.js [10]
(see Figure 2b) equipped with several sensors, such as an accelerom-
eter, a magnetometer, and a gyroscope, (b) an Android application,
and (c) a Solid Pod hosted in our university’s Solid server.

To explain the setup of our system, consider Aura, one of the
authors’ dog (see Figures 2a and 2b): A Solid Pod with three con-
tainers is created for Aura; each container has an ACL file, in which
data access and data processing rules are described in RDF. These
containers are called “public”, “personal”, and “health”. Aside from
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(a) Our test subject Aura  (b) The Puck.js attached to
the dog collar

Figure 2: Aura and the Puck.js attached to the dog collar.

the ACL rules file, each container hosts JSON files with relevant in-
formation about the dog. Aura wears a Puck.js attached to her collar
(see Figure 2b), which broadcasts Aura’s WebID [21] (a unique iden-
tifier within the Solid server), so that the smartphone application
can be connected to Aura’s Puck.js. Once the device is connected
to the smartphone, the advertising stops, since the Puck.js does not
have the capability to maintain a connection while still advertising
data. However, to ensure that the dog’s data can still be discovered
by strangers (e.g., dog owners of potential dog friends), even when
connected to the smartphone, we switch the advertising duty to the
smartphone, given that in this case, the dog is near its owner. Every
20 seconds, the Puck.js sends a ping to the smartphone, guarantee-
ing that the connection is still open, and that the smartphone is
reachable. If this ping does not arrive for more than 40 seconds, the
mobile application assumes that the dog has run away. In this case,
the BLE connection in the Puck.js is interrupted, and the device
resumes advertising the dog’s WeblD, so it can be discovered by
other smartphones. The Android application continuously scans
for Solid WebIDs (which might belong to unknown dogs). Once
a dog is found in the vicinity, it attempts to retrieve an Index file
from the public container. This file acts as a directory of the Solid
Pod (location of files); the software traverses the directory and,
one by one, attempts to retrieve files. If a file is not accessible due
to access rights, the software ignores that file and continues with
the next. The discovered data can then be displayed on the mobile
application. Our system addresses the three situations mentioned
before in the following way:

Proximity based data access If the system determines that the
dog has run away from its owner, the mobile application sends an
update to Aura’s Solid Pod (through a SPARQL query [19]), allowing
anybody that comes across her to access the “personal” container;
which hosts a file with details on how to contact Aura’s owner.

Location based data access To address the case in which Aura
crosses a country border and foreign officials might need to check
her vaccination status, the mobile application has access to the
device GPS, and a Geofence? verifies in set intervals, if a border
has been crossed. If that is the case, the mobile application sends a

4https://developer.android.com/develop/sensors-and-location/location/geofencing.
Last accessed July 16, 2025.
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Figure 3: A Screenshot from the Android app showing the
data access. When Arco is in a foreign country, the health
data is readable by officials.

SPARQL update to Aura’s Solid Pod, giving open access to Aura’s
“health” container, so it can be accessed by foreign officials.

History-aware data access. The mobile application recognizes
if another WebID is discoverable for more than five minutes, and
saves this interaction for future use. If this interaction happens more
than five times, meaning that Aura has been spending time with a
specific dog, the mobile application sends a SPARQL update to give
access to this WebID to the data in Aura’s “personal”container. In
this way, the owner of Aura’s new friend can contact Aura’s owner
to set a play date.

4 Validation

We attached the Puck.js to Aura’s collar and went on frequent walks
with her, mimicking a real-world scenario. Throughout the testing
of our system, we ensured that no harm came to our canine col-
laborator, and that she was treated following guidelines for ethical
dog-computer interaction [7]. To emulate another dog with the
same setup, we used a second Puck.js and a second Android device,
advertising the data of a fictional dog called Arco. In Figure 4 we see
the results of meeting this second dog on a walk without any spe-
cial conditions. The mobile application automatically finds Arco’s
WebID and reads the data that is publicly visible, which in this case
corresponds to Arco’s "public” container in his Solid Pod. Once we
moved this fictional dog to a foreign country, people walking by are
able to read his health data, as can be seen in Figure 3. Finally, we
moved Arco’s Puck.js out of reach of the smartphone representing
the fictitious owner, which makes Arco’s Puck.js broadcast his We-
bID. As Figure 5 shows, since Arco is in another country, his health
data and the contact information of his owner are now accessible to
anybody. Similarly, after Aura meets Arco multiple times, access to
the contact data of Arco’s owner is permanently granted to Aura.

After gathering informal feedback from a few other dog owners,
they seemed to respond well to the data access rules for dogs that
ran away. While there are already established technologies (such
as dog microchips) for dog identification, they often require special
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readers and access to governmental databases to find out how to
reach a dog’s owner. Having an application that can be installed on
any smartphone, which automatically scans data of passing dogs,
was deemed a step-up compared to the need for specialized scanners.
The context-aware data access features were described as “nice to
have”, particularly that the contact information of a dog owner was
not accessible by everybody, unless behavioral context suggests the
need to give access to personal data. Some owners mentioned that
access to the dog health data could also be of help, since right now
people have to carry physical “dog passports” when traveling; with
our proposed approach, the passport could be digitalized and only
accessible in foreign countries. As for the access based on history
of interactions, the owners would like to have a mechanism that
allows them to have more control over the access rights, as they
do not want to always share contact information just because their
dog likes to play with another dog.

5 Discussion and Future Work

Our application utilizes the Solid protocol, emphasizing the de-
centralized and self-determined approach that aligns with Solid’s
mission of providing users agency on their data. While the cur-
rent paradigm when using digital services relies on replicating our
personal data and giving it away to big corporations, our solution
enables users with no technical knowledge, to dynamically and
automatically grant and revoke access and processing rights to
their data considering their context. Hence, our approach could
advance Solid’s adoption by making it more accessible to end users.

Although our approach was demonstrated in a pet scenario,
context-dependent data access could have a wider impact in indus-
trial and other professional settings, especially, in those in which
personal data are involved, such as:

e Medical data of elderly people or people at risk could be
stored in their Solid Pods, and shared with first responders
to access medical records based on proximity, location and
any other combination of sensor data that contributes to
medical care. Moreover, medical data could be shared with
loved ones or close-by hospitals, in case a person at risk or
an elderly person leaves their “home” zone.

e In transportation use cases, access to dash-cam videos of
license plates and footage of pedestrians, can be given to the
authorities when a crash occurs. In the case of self-driving
cars and assisted driving, safety could be improved by shar-
ing a car’s planned behavior with nearby cars.

o At home, smart devices could adapt their behavior according
to users’ presence and usage. In the case of smart fridges, they
could lock foods in airtight compartments, when somebody
with an allergy is nearby. Moreover, continuing with the
theme of pets, automatic feeders could change the amount
or type of food provided, according to a specific pet and their
physical activity on that day.

o In case of a natural disaster (e.g., fire, earthquake, and flood-
ing), location data of victims, first responders, and helpful
resources provided by civilians could be shared with neigh-
bors and other organizations.

o In an industrial setting, access to production machines or
specialized data could be contingent on the proximity of an
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experienced or novice user and the number of training hours
they have achieved.

Our current prototype serves as a foundation to explore context-
dependent access control. However, several limitations and possible
extensions have been identified. In our current implementation,
the BLE beacon does not scan for other WebIDs on its own. This
is not a problem in the context of dogs, as they generally do not
roam freely. To extend the application to other pets, especially cats
that often move independently of their owners, WebID scanning
should be implemented on the Puck js itself. The Puck.js could scan
and save all WebIDs it discovers for later retrieval by the mobile
application, allowing cat owners to learn more about who their cat
met during the day. The availability of the context-dependent data
access could also be increased through appropriate investments in
a supporting network of real-life Solid server infrastructure. For
instance, dog parks could have their own Solid Pods, keeping track
of which dogs are currently playing there, and if their behavior
could lead to problems for other visitors. Through our approach,
the system would only share data with people that actually visit the
parks. Moreover, access to a pet’s medical history could be given
to veterinarians only if a pet is actually at the their office.

As the project mainly served as an illustration of how to imple-
ment context-driven data access using Solid, topics such as user
experience and usability, battery life and performance of our proto-
type were not the primary focus and could be improved in a future
iteration. Moreover, we plan to conduct an evaluation with more
dogs and their owners to gain deeper insights into the world of
smart pet ownership and pinpoint the need and usefulness of our
system for real users.

6 Conclusion

Through the usage of the Solid specification, a commercially avail-
able BLE beacon, and the implementation of an Android application,
we demonstrated the implementation of context-dependent data
access control. We used a pet ownership scenario to showcase our
approach in a real-life scenario. In our demonstrator, if conditions
on location, proximity, or interaction history are met, a person
coming across a dog wearing a BLE-enabled collar can access the
dog’s Solid Pod. To validate our implementation, we conducted a
small, informal user feedback session, collecting opinions from dog
owners about our system, and we presented possible fields in which
this technology could be useful in the future. We reflected on the
project and present various areas for improvement and possible
extensions. We will continue exploring context-dependent data ac-
cess, and we hope that this work serves as inspiration for furthering
the cause of private data ownership using Solid Pods and beyond.
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Figure 4: Screenshot of the Android app. When Arco is in his
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